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Visual content shared on social media often includes sensitive elements that can threaten personal privacy.
While privacy protection tools—some of which are powered by the state-of-the-art generative Al (Gen-Al)
technologies—have been increasingly developed to address such visual privacy concerns by identifying
sensitive elements in visual content and suggesting or applying modifications to process the visual content,
the success of these tools depends on how well they meet users’ nuanced needs and preferences. In this
study, we conducted semi-structured interviews with 18 individuals who have either experienced or caused
privacy violations in shared visual content in the past to gather first-hand perspectives on stakeholders’
privacy concerns, their preferences for how to address these concerns, and their attitude toward the use of
generative Al for privacy protection. Our findings highlight that sensitive elements are often not limited to
direct identifiers but include contextual combinations and external information that can lead to unintended
inferences. Decisions about whether and what to modify are shaped by concerns about privacy effectiveness,
content value, content meaning, and emotional or social relevance, while choices around how to modify
are influenced by recognition difficulty, visual content integrity, contextual consistency, atmosphere, and
usability of modification methods. Participants saw Gen-Al as a promising tool for lowering editing barriers
and enhancing creative control but also raised concerns about data usage, manipulation, and transparency.
Importantly, we identify tensions between uploaders and depicted individuals, emphasizing the need for
shared consent mechanisms and user-centered design in privacy protection. We conclude by discussing design
implications for context-aware, flexible, and ethically responsible privacy tools.
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1 Introduction

Visual content—such as photographs and videos—shared on social media plays a powerful role in
personal expression and social connection but frequently contains sensitive elements that people
do not want to share with the public. Disclosures of sensitive visual content can lead to privacy
violations, not only for those who post but also for individuals depicted in the content. Uploaders
may be unaware of the risks they impose on others [80, 97], and the rapid dissemination of content
across social media platforms amplifies the consequences. This underscores the need for developing
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privacy protection tools to assist people in mitigating privacy violation concerns in online visual
content sharing.

Over the years, researchers and practitioners have developed many tools to help mitigate privacy
concerns in online photo/video sharing on social media. For example, machine learning techniques
have been used to analyze visual content and detect sensitive elements that can potentially lead to
privacy violations [101, 110]. Once sensitive elements are detected, these tools can provide a wide
range of solutions for users to mitigate their privacy concerns. Mechanisms have been designed to
dissuade photo uploaders from sharing the photo without communicating with other stakeholders of
the photo [20], facilitate multi-party privacy conflict resolutions [97, 107], or allow different parties
involved to set their individual privacy settings [52, 64, 86]. When uploaders of the visual content are
primarily responsible for addressing privacy concerns, diverse modification methods are provided
to them to edit the sensitive elements in photos/videos (e.g., obfuscate the sensitive elements) to
decrease the risk of privacy violations while maintaining viewer satisfaction [13, 43, 55, 65].

Most recently, with the advent of generative Al (Gen-Al) technologies, efforts have been made to
incorporate Gen-Al into privacy protection tools to enable both the detection of privacy-violating
elements in visual content and a seamless modification of visual content. For example, Xu et al.
introduced a generative content replacement method to replace privacy-threatening components
in a photo with similar and realistic substitutes produced by generative Al [117]. Monteiro et al.
developed a tool, allowing users to express their privacy concerns in natural language. They then
leveraged generative Al (e.g., multimodal large language models like GPT-40) to detect sensitive
content in photos that relate to users’ concerns and recommend obfuscation techniques, which can
be powered by generative Al technologies (e.g., diffusion models) [79].

Despite these advancement, the effectiveness of the privacy protection tools—especially the
emerging solutions powered by Gen-Al technologies—depends on how well they align with the
need and preference of key stakeholders in online visual content sharing, including both the content
uploaders and content co-owners (e.g., the individuals depicted in the visual content). To inform
human-centered designs of these tools, prior research has collected information on what third parties
(e.g., viewers of the visual content) consider as sensitive elements within visual content [87, 127, 129],
and assessed the effectiveness of different visual content modification methods by asking third
parties to judge the privacy levels in both original and modified images [43, 44, 66, 67, 117]. However,
privacy perceptions are highly subjective [48], and third parties’ judgments may differ significantly
from those of the primary stakeholders, such as the content uploaders or subjects depicted in the
images. Moreover, despite growing enthusiasm for integrating the state-of-the-art Al technologies
like Gen-Al into privacy protection tools, primary stakeholder’s perceptions of these technologies
in real-world visual content sharing workflows remain largely unexplored, making it difficult to
assess their real-world relevance and to design tools that are genuinely usable and useful for the
stakeholders. To foster more trustworthy and human-centered privacy solutions, it is essential to
foreground the viewpoints of those directly involved in content creation and sharing. By doing so,
we can develop a more nuanced understanding of stakeholder needs and attitudes—including the
tensions between content co-owners and uploaders, and the trade-offs they must navigate when
adopting advanced technologies like Gen-AlI for privacy protection.

Therefore, to deepen our understanding of primary stakeholders’ needs and attitudes toward
privacy protection tools, we adopt a qualitative approach by conducting semi-structured interviews
with 18 individuals who have either caused or suffered from privacy violations previously when
sharing visual content online. This allows us to gather first-hand accounts that reflect the nuanced,
and sometimes conflicting, roles individuals play in privacy-related decisions. By examining these
dual perspectives, we explore not only how people define and respond to privacy threats, but
also how they prefer such violations to be addressed. To support the human-centered design and
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responsible deployment of privacy protection tools, our study is guided by the following three
research questions:

¢ RQ1: What elements in online visual content are considered “sensitive,” and how do different
stakeholders (e.g., visual content uploader vs. content co-owners who are depicted in the
content) differ in defining and identifying these sensitive elements?

e RQ2: What factors influence how uploaders and co-owners decide whether and how to
modify sensitive elements in visual content to address privacy concerns?

e RQ3: What are people’s perceptions of the use of generative Al in protecting privacy in
visual content?

Our findings highlight that sensitive elements in visual content extend beyond clearly identifiable
components (e.g., human faces, identifiable markers, unique appearance of location) to include
subtle contextual cues. These include combinations of co-occurring elements that suggest sensitive
associations, as well as external information that, when aggregated across posts, captions, or
platforms, can unintentionally reveal identities or situations. We also identified a tension between
perspectives: uploaders often overlook subtle privacy risks and assess harm based on intent or overt
identifiers (e.g., faces), whereas individuals depicted in the content are more attuned to contextual
cues and concerned with emotional or social consequences (see §4.1). We also identified differing
perspectives in modification preferences, with uploaders focusing on maintaining the consistency
of meaning, emotional tone, visual appeal, and the usability of the modification method, whereas
depicted individuals emphasized the importance of effective concealment to ensure their privacy
is protected (see §4.2). Finally, we found that while users recognize the potential for generative
Al for privacy protection in visual content sharing, they also have deep concerns regarding the
ethical risks, lack of control over data, and potential misuse, and consistently called for greater
transparency in disclosing the use of generative Al should it be adopted for privacy protection
purposes (see §4.3).

In summary, our research offers a qualitative, stakeholder-centered investigation into how users
perceive and manage visual privacy risks on social media in the era of generative Al. We conclude
by outlining design implications for developing human-centered privacy protection tools that
are sensitive to subtle contextual cues, reconcile divergent stakeholder priorities, and incorporate
transparency and control in the application of generative Al for real-world visual content sharing.

2 Related Work
2.1 Visual Content Privacy Concerns on Social Media

Privacy concerns related to visual content shared on social media often revolve around four primary
aspects: “who” is depicted, “where” the content was captured, “when” it occurred, and “what” is
shown and conveyed. Each of these elements can contribute to privacy violations, making them
crucial considerations in understanding the broader implications of sharing visual content online.

Who is depicted in a photo/video can become a primary privacy concern, particularly when
the individuals involved have not consented to their likeness being shared publicly [3, 41, 49, 59].
Privacy in this context extends beyond the individual uploading the photo [11]; it also encompasses
the privacy of friends [106, 123], significant others [22], family members [2, 78], and bystanders [12,
26, 30, 48, 49, 80, 116]. Moreover, the privacy of vulnerable or marginalized groups, including
children [5], individuals with disabilities [4], and members of the LGBTQ+ community [27], requires
particular attention. Additionally, identification can occur directly through facial recognition [84,
130], or even indirectly through distinctive features like tattoos [7], body shape and posture [43],
or unique accessories [128].

Proc. ACM Hum.-Comput. Interact., Vol. 9, No. 7, Article CSCW514. Publication date: November 2025.



CSCW514:4 Chun-Wei Chiang, Harry Yizhou Tian, and Ming Yin

Where a photo/video is taken can reveal sensitive information about a person’s life. Location
information such as house number [129], private place [47], visited places [36, 45, 48, 120], or
places that imply personal information or activity, such as hospitals [64, 90], funeral [30], and street
protests [30], can expose someone’s life that they may wish to keep private. Additionally, locations
that influence social impressions, such as bars [18, 64] and Alcoholics Anonymous meetings [30],
can lead to unintended judgments or social stigmatization.

When a photo/video is taken adds another layer of sensitivity, especially when it captures
moments intended to remain private. This aspect refers not only to the specific time the photograph
was taken but also to the broader temporal context it reveals. For instance, images captured
during holidays or weekends—times generally considered more personal—are often seen as more
sensitive [64]. Additionally, metadata associated with digital photos, such as timestamps, allows
inference about a person’s activities and movements [35, 68, 80].

Finally, what is depicted and conveyed in the photo or video can encompass a wide range of
potentially sensitive material, from the activities being performed to the objects and contextual clues
present. Photos capturing embarrassing moments [112] or potentially controversial activities, such
as consuming alcohol or using a stigmatized product [10, 11, 94], can be particularly sensitive when
shared publicly. Moreover, images containing nudity, sexual content, or other mitigated material
are frequent sources of concern [66, 87, 122, 129]. Also, photos that include personal documents,
financial information, or other confidential materials can lead to severe privacy breaches, including
identity theft or financial fraud [54, 60]. The content with entertaining values would also trade off
others’ privacy, resulting in a high likelihood of sharing private content publicly [6].

These direct indicators of sensitive content offer a starting point for automated detection, but they
fail to capture the nuanced and context-dependent nature of perceived sensitivity. Moreover, what
counts as sensitive varies across individuals and situations [1, 8], suggesting that rigid, predefined
lists of sensitive attributes are inadequate. These limitations underscore the need for us to obtain
in-depth understandings of how different stakeholders define and identify sensitive elements in
visual content to inform better privacy violation detections in privacy-preserving tools.

2.2 Social Contexts and Interdependent Privacy in Visual Content Sharing

Privacy concerns around visual content on social media are shaped not only by image content but
also by external, contextual factors. Communication Privacy Management (CPM) theory [91] explains
that individuals regulate disclosures based on privacy rules shaped by demographics, personality
traits, and social context. Prior research shows gender differences in privacy attitudes, with women
generally more cautious than men [33, 46, 63, 104, 109]. Age also influences privacy orientations.
Older adults are more attentive to institutional data handling and often take additional protective
measures [126, 131], while younger users prioritize social privacy [92]. Education and geographic
location also matter. For instance, those with higher education worry less about information
privacy [131], while rural users are more restrictive on privacy practice [37]. Personality traits,
like narcissism [73], humor, or dark triad characteristics [6, 42], affect willingness to share content
despite privacy risks. Social factors such as peer influence, online communities, and loneliness also
shape privacy attitudes [73].

Building on CPM theory, the relationship between photo uploaders and others depicted in or
affected by shared visual content introduces complex dynamics of co-ownership and boundary
coordination. These dynamics of multiparty co-ownership and conflicting privacy expectations
have been a longstanding focus in the CSCW community, particularly in studies of photo-sharing
practices and collaborative content management [69, 70, 99, 103]. Conflicts often arise when
uploaders share content without fully considering the privacy expectations of co-owners, leading
to privacy violations [48]. The subjective nature of privacy perceptions, which can vary widely
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between stakeholders, adds another layer of complexity [25, 127]. Additionally, stakeholders may
not always realize they have been recorded in shared media [26, 75], exacerbating the potential
for privacy breaches. Consequently, multiparty photos often result in conflicting privacy interests
among the stakeholders [52, 81, 106, 107]. Similarly, users tend to make careful, thoughtful decisions
when selecting recipients for sensitive visual content, balancing privacy concerns with the potential
social, professional, and personal consequences of sharing [66].

While this body of work has illuminated many factors influencing visual privacy decisions, there
is limited understanding of how individuals, both content posters and those affected, identify which
visual elements require protection and how they decide whether or how to modify them. Our study
builds on this foundation by investigating users’ lived experiences and decision-making processes
when employing privacy protection tools for visual content.

2.3 Methods for Privacy Preservation

In response to these visual privacy concerns, researchers and technologists have developed a
variety of solutions and tools aimed at preserving user privacy. One common strategy for visual
privacy is editing images to obscure sensitive content and reduce identifiability. Early methods
like cropping [77, 113] were followed by masking techniques using filters of various shapes (e.g.,
boxes [57, 58], thin bars [124], silhouettes [58, 67, 89]), edges [58], and point-light [17], and styles
(e.g., solid colors [57, 58], avatars [65, 89, 125], pixelation [57], and blurring [14, 34, 43, 57, 67, 108].)
These techniques are widely available on social media platforms like Facebook, Instagram, and X,
where users can easily add stickers or blurring masks to their photos with a single click. Removing
sensitive elements and filling the gaps with plausible content is another privacy protection tech-
nique [40, 58]. More recently, generative Al has provided new opportunities for privacy protection
by synthesizing plausible replacements that maintain the overall coherence and aesthetic of the
image [13, 23, 56, 61, 65, 82, 117]. Another emerging strategy for visual privacy is multi-party
privacy control, which acknowledges the presence of multiple stakeholders in shared visual content.
While most social media platforms provide basic access controls, they often prioritize the up-
loader’s preferences and offer limited support for negotiation among stakeholders [10]. In contrast,
research has explored more collaborative approaches, such as systems that notify identified indi-
viduals through automatic recognition [119] or infers appropriate access based on social collective
preferences [50, 52, 105]. These efforts aim to shift privacy decision-making from being solely
uploader-driven to more participatory and context-aware models.

While technical solutions are promising for privacy protection on social media, understanding
users’ perceptions and requirements for privacy protection tools and techniques is essential to
ensure they effectively address privacy concerns without compromising user experience. Previous
research has demonstrated a privacy-utility tradeoff between protecting privacy and maintaining
the value or shareability of the content [43, 66, 67, 108]. More recently, Xu et al. investigated the
user perception of Al-generated content (AIGC), offering new insights into how generative Al may
impact perceptions of privacy and content quality [117]. These works have mainly concentrated on
evaluating privacy protection tools and techniques from the perspectives of the viewers of the visual
content rather than the key stakeholders of the visual content, such as the creator (and uploader) of
the photo/video and people who are captured in the photo/video. However, the stakeholders often
attach deeper emotional and contextual significance to visual content, which may lead to differences
in their privacy concerns, preferences, and expectations than those of the third-party viewers [102].
This leaves a critical gap in understanding how these key stakeholders perceive, negotiate, and
enact privacy within the emotional and contextual richness of their lived experiences. The way
decisions around visual privacy are shaped by a mix of personal, relational, and situational factors
highlights the importance of addressing this gap. To understand the complexities surrounding
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privacy violations in visual content and understand how tools could be best designed to reduce
such violations, in this study, we interviewed individuals who had experienced these violations
firsthand, whether they were the ones who violated others’ privacy or were victims themselves.
This dual perspective provides valuable insights into the nuanced emotions, expectations, and
ethical dilemmas involved in sharing visual content while preserving privacy.

3 Methods

This study investigates people’s needs and attitudes toward privacy protection tools when sharing
visual content (e.g., photos, videos) online. These tools serve two main goals: (1) identifying
sensitive elements in visual content that may cause privacy violation and (2) enabling users to
apply modification techniques, potentially powered by generative Al to help mitigate those privacy
risks. To examine how these goals should be achieved from the perspective of individuals affected
by visual privacy breaches, we conducted a semi-structured interview study with participants who
had previously experienced privacy violations resulting from visual content shared online.

3.1 Participant Recruitment

To identify potential interview participants, in July 2024 to March 2025, we first distributed a survey
to 266 participants, all aged 18 or older and residing in the United States, through Prolific'. The
survey first collected participants’ basic demographic information (e.g., gender, age range, ethnicity).
Then, participants were asked to reflect that if they had any previous first-hand experience of
privacy violation when sharing photos or videos online, either as their own privacy got violated by
others (i.e., they are the “victims” of privacy violation) or they uploaded visual content that violated
others’ privacy (i.e., they are the “uploaders” of privacy-violating content). If so, participants were
prompted to briefly describe those experiences. At the end of the survey, participants indicated
if they would be willing to participate in an interview study later about their privacy violation
experience and ways to mitigate similar situations. All respondents of the survey were compensated
with 30 cents.

In this survey, 100 respondents indicated that they had been involved in privacy violations due to
online visual content sharing. Specifically, 33 respondents had both experienced violations of their
privacy and caused privacy violations to others, 40 only had their own privacy violated by others,
and 26 had only caused violations to others. We invited all the respondents who reported to be
involved in privacy violations and indicated that they were willing to participate in the interview
study to take part in a semi-structured interview. In total, 18 participants (9 female, 9 male) agreed
to participate. Among them, 7 participants had both experienced and caused privacy violations,
6 had only experienced such violations themselves, and 5 had only caused violations without
experiencing them personally. Table 1 provides an overview of the participants’ demographic
background. While the sample size may appear modest, it aligns with similar other interview-based
studies probing into people’s privacy-related experience [112, 121]. Recruiting participants for
interviews on sensitive topics, especially those involving both personal experiences and actions that
may have affected others, poses significant challenges. As we acknowledge the potential limitations
on generalizability due to sample size (see more in Section 5.5), we also note that this sample size
reflects not only the number of eligible participants who consented to the interview but also the
inherent difficulty of obtaining candid and thoughtful reflections on ethically complex situations.

Ihttps://www.prolific.com/
ZPrivacy violation was defined as cases where personal information or activities that stakeholders do not want to be
disclosed are unauthorizedly revealed due to the visual content sharing.

Proc. ACM Hum.-Comput. Interact., Vol. 9, No. 7, Article CSCW514. Publication date: November 2025.



CSCW514:7

ID Gender Age FEthnicity Experienced Caused

P1  Female 25-34 White Yes Yes
P2  Male 18-24 White Yes No
P3  Female 35-44 White Yes No
P4  Male 35-44 White No Yes
P5 Female 25-34 White Yes No
P6  Male 35-44 White Yes Yes
P7 Male 45-54 Hispanic Yes No
P8 Female 35-44 White Yes No
P9  Female 25-34 White Yes Yes
P10 Male 45-54 White No Yes
P11 Male 55-64 Black Yes Yes
P12 Female 25-34 White Yes Yes
P13 Male 25-34 Black No Yes
P14 Female 45-54 White No Yes
P15 Male 45-54 Black No Yes
P16 Female 65+ Black Yes Yes
P17 Male 25-34 Asian Yes Yes
P18 Female 25-34 Black Yes No

Table 1. The demographics and privacy violation experience in online visual content sharing for the 18
participants of our semi-structured interviews.

3.2 Interview Procedure

Semi-structured interviews were conducted via Webex by the first author. The procedure of the
study was approved by the IRB of the authors’ institution.

Each interview consisted of three phases. The first phase was designed to explore what elements
should visual content privacy protection tools identify as “sensitive” based on participants’ real-
world experiences of privacy violations. Since all participants of our interview study indicated
in the survey that they had privacy violation experiences before due to photos or videos shared
online, in the first phase, participants were asked to recall these experiences. They were prompted
to elaborate on the content of the photo or video that led to privacy violations, the stakeholders
involved, the context of the violation (e.g., the location and time that the photo or video was taken),
and the information that was unauthorizedly disclosed. For each privacy violation experience that
a participant shared, they were asked to reflect on what they believe as the key sensitive elements
in the visual content that caused privacy violations.

In the second phase of our study, we examined participants’ perspectives on how they would
modify the photos or videos to avoid privacy violations, should they be given the chance to do so in
their past privacy violation experiences. This includes reflections on which elements of the visual
content they would modify and how they would modify them. Specifically, most of the participants’
privacy violation experiences involved the unauthorized disclosure of a person’s information due
to the presence of the person’s face in the visual content (i.e., either the participant’s own face or
others’ faces that showed up in the participant’s photo/video). Thus, we usually started this phase
by prompting the participant to consider if they would modify the face for privacy protection and
then proceeded on to other elements of the visual content that participants would like to modify in
order to mitigate privacy concerns. For each element that the participant chose to modify, they
were asked to express their preferences on various modification methods, including but not limited
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to blurring, removal, replacement, and applying stickers. They were encouraged to evaluate the
advantages and limitations of each method. Moreover, we also asked the participant to elaborate
on that after the modification of the selected element, whether the resulting photo/video was free
of privacy violation concerns, how well it aligned with their intention to share it online (when
the participant was the photo/video uploader), and how comfortable they were if others sharing it
online (when the participant was the victim of privacy violation). These questions aimed to reveal
factors that influence people’s decisions on “what to modify” and “how to modify”, which then
inform how privacy protection tools should process the visual content to mitigate privacy concerns.

In the final phase, we aimed to understand participants’ attitudes toward the use of generative
Al in privacy protection tools for addressing privacy concerns in visual content. We first asked
participants if they had heard of the generative Al technology, and if so, explain what it is. If the
participant indicated that they did not know what generative Al is, or their explanations suggested
their understanding was not accurate, we provided the participant with further explanations and
clarifications. After that, participants were asked to reflect on their perceived benefits and drawbacks
of using generative Al technologies for privacy protection in visual content sharing. Participants
were prompted to discuss whether they would use generative Al for modifying photos/videos
that have privacy violation concerns, and whether they would feel comfortable allowing others to
use these technologies when facing similar privacy concerns. Finally, we also asked about their
thoughts on how the visual content should be presented if generative Al technologies were used to
modify the content for privacy protection purposes (e.g., whether and how it should be explicitly
labeled).

Each of our interviews lasted between 30 and 70 minutes. We audio-recorded all interviews for
further analysis, which produced a total of 13 hours and 56 minutes of audio data. Participants
were compensated at a rate of $4 per 15-minute interval, with total payments ranging from $8 to
$20, depending on the interview duration. Given the sensitive nature of the interview topic, we
employed stringent anonymization protocols to protect participants’ identities throughout the data
collection and analysis process. These included removing all personally identifiable information
from interview transcripts. Additionally, any references to specific events or details that could
potentially lead to the identification of participants were carefully redacted during the analysis
phase.

3.3 Data Analysis

Using TurboScribe, an online transcribing tool®, we first generated the initial transcripts of all inter-
views based on the audio recordings. The first author then cross-referenced the transcripts with the
original audio recordings to correct errors in the transcripts. Next, we operated reflexive thematic
analysis [15, 16] on the interview transcripts, where we adopted an inductive coding approach [96],
chosen for its flexibility in identifying emergent themes [16]. Reflexive thematic analysis recognizes
that researchers shape how data is interpreted, bringing their scholarly expertise to the analytical
process. This approach emphasizes deep researcher engagement with data and reflective analytical
discussions, rather than prioritizing inter-rater reliability metrics or consensus-driven reliability
metrics [16]. Each transcript was coded by two researchers independently, where they employed
both descriptive and in vivo coding [96] to preserve participants’ voices while identifying recurring
ideas and concepts. Upon the completion of coding of all transcripts, the two researchers collabora-
tively reviewed and discussed their codes, grouping codes based on similarities and patterns within
the data [31, 115]. The two researchers then iteratively refined the themes through ongoing analytic
discussions, focusing on thematic clarity, internal consistency, and distinctiveness. Themes were

Shttps://turboscribe.ai
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critically reviewed to ensure they reflected participants’ experiences and perspectives, captured the
complexities of multi-stakeholder privacy, and contributed interpretively to our research goals.

4 Results

In the interviews, 18 participants shared 25 privacy violation experiences due to visual content
shared online, either as the person whose privacy was violated or as the one unintentionally
violating others’ privacy. Through analyzing participants’ experiences and perspectives, we identify
a few key themes that reveal people’s needs and attitudes toward privacy protection tools, including
which elements of the visual content should be deemed as sensitive, how to process these elements
appropriately, and the perceptions towards using generative Al technologies for privacy protection
purposes. Below, we will explore these themes in greater detail.

4.1 RQ1: What Elements are Considered Sensitive in Visual Content Sharing?

In the first phase of our interviews, we asked participants to recall their privacy violation experiences
involving privacy violations. Our goal was not to create an exhaustive list of sensitive features
but to uncover how stakeholders interpret sensitivity based on their roles and relationships to the
shared content.

4.1.1 Sensitive Features from Direct Identifiers. In our interviews, 8 participants shared privacy
violation experiences that they believed the key reason for the violation was that someone’s face
was revealed in the visual content without permission, among which 4 of them involved faces
of children or teenagers. However, perceptions of sensitivity varied significantly depending on
participants’ roles in the content. From the perspective of content co-owners, the visibility of their
faces in publicly shared images without consent constituted a key sensitive element, often leading
to discomfort and privacy concerns. They associated facial exposure with a loss of control over
their online identity and a sense of vulnerability. As P3 explained, “I just like to have control over my
information and my photos. And so I didn’t like that people had the power to post things without my
permission.” In contrast, many content uploaders did not perceive faces as sensitive elements. This
disconnect was often rooted in a lack of awareness, e.g., uploaders were unaware that others might
consider being depicted in the image a privacy concern. As P12 noted, “I knew that they [P12’s
friends] personally didn’t post pictures, but I didn’t really know that they considered it a privacy issue.”
In a few other cases, the content uploaders did not even realize that co-owners were present in the
content they posted. As P1 expressed, “I didn’t even realize it at the time, but there was a woman
who had a baby stroller in the background.” This contrast illustrates how privacy boundaries are
shaped not just by the content itself but by one’s position in the content-sharing dynamic. These
gaps in various stakeholders’ perceptions and attention illustrate how privacy violations can occur
unintentionally, especially when uploaders are focused on their own perspective or goals in sharing
the content.

Concerns around images of minors further revealed the complexity of these dynamics. In some
cases, parents expressed stronger concern for their children’s privacy than for their own, choosing
not to share photos of their kids at all. As P10 expressed, “They [P10’s friends] were at an event with
their child, and I took photos of them and their child. [...] I never noticed that they didn’t post photos of
their child” These dynamics extended into familial relationships as well. In several cases, parents
acting as uploaders overlooked the privacy concerns of their children, assuming they had the right
to share family photos. The conflicts emerged between parents and their children, especially as
children grew older and developed their own sense of privacy. For example, P2 shared the following
experience: “There would be just a lot of times that she [P2’s mother] would insist upon a photo, and I
wouldn’t want a photo taken. And then, I would relent and I would say that she could take one, but don’t
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upload it. And then, she’d upload it. So, I personally feel like it’s kind of privacy-violating because I said
no, and I was a minor at the time.” These cases further underscore the complexity of determining
whose privacy preferences should take precedence, particularly in familial relationships.

4.1.2  Contextually Sensitive Features from Internal Co-Occurrence. While individual elements,
such as a person’s face or a specific object, may not always be considered sensitive on their own,
the co-occurrence of multiple elements within a single visual context (e.g., a single photo) can
produce unintended inferences that compromise privacy. In 14 cases, participants described how the
combination of people, objects, locations, and timing created a narrative that exposed information
they or others preferred to keep private.

These co-occurrences often invoked broader social meanings tied to cultural, professional, or
legal norms. Participants highlighted concerns when individuals were photographed alongside
alcohol, cigarettes, or in nightlife venues, contexts that might conflict with professional roles or
public personas. For example, P14 explained how her photo unintentionally violated her friend’s
privacy: “There’s alcohol in the picture. So, he was upset that he was drinking in the picture because he’s
a teacher, too.” Similarly, P4 described how party photos of a friend receiving workers’ compensation
were later used against them in a legal dispute, despite the friend being genuinely injured. These
examples underscore how the interplay between visual elements can lead to misinterpretation,
resulting in reputational harm or institutional consequences.

Co-occurrence also impacted perceptions of property ownership and personal safety. P8 explained
how being photographed in front of her residence, alongside identifiable landmarks, revealed her
home location: “There wouldn’t be a problem [if P8 was not in the photo] because no one will really
know what that was.” Additionally, some participants considered the combination of a person’s
location and the timing for when the visual content was taken to be sensitive. For example, posting
a photo in real time, especially with cues from public spaces, could inadvertently disclose someone’s
whereabouts. As P9 recalled, “She [P9’s female friend] got really upset with me in turn because he
[the boyfriend of P9’s friend] was upset that she had lied to him about where she was going to be.”

In several cases, participants described privacy violations that arose not from explicit personal
information being shown but from how the visual content implied social affiliations, intentions, or
emotional stances, particularly in sensitive interpersonal contexts. For instance, P17 recalled one
photo that included a friend’s ex-partner, noting, “We [P17 and her friend’s ex-partner] took selfies”
The friend saw the co-occurrence of P17 and the ex-partner as symbolizing an alliance with him,
and took it as a breach of social and emotional privacy norms: “It was foreseen as support for him
[the ex-partner] ... And she was already struggling with depression... So it was a friendship that has
ended.” This case illustrates how the co-occurrence of individuals in a photo can carry inferred
social meanings. Rather than any single visible element, the relational context and the viewer’s
personal knowledge led to a deeply personal sense of privacy violation.

Co-owners were often aware of these nuanced risks, recognizing how combinations of people,
locations, or timing might inadvertently disclose their sensitive information about relationships,
behavior, or identity. In contrast, uploaders frequently overlook these subtleties. Several uploaders
noted they were unaware of the potential for harm until the affected individuals expressed concern.
P1 had shared a photo that unintentionally included a woman with a stroller, revealing her parental
status, which she had chosen to keep private. As P1 admitted, “I did not realize that that was a big
privacy breach beforehand because I was inexperienced. But afterwards, I could definitely see the logic.
I was very respectful in taking it down.” This highlights an asymmetry in privacy perception: While
co-owners often interpret shared visuals through the lens of personal context and lived experience,
uploaders may lack the background knowledge needed to anticipate these risks, resulting in privacy
violations that are unintentional but deeply consequential.

Proc. ACM Hum.-Comput. Interact., Vol. 9, No. 7, Article CSCW514. Publication date: November 2025.



CSCW514:11

4.1.3  Contextual Sensitivity from External Information, Cross-Photo Inferences, and Repurposing.
In some cases, contextual sensitivity often emerged not from what a visual explicitly revealed,
but from how it could be interpreted or combined with external information. Participants shared
incidents in which partial features, though not overtly identifying, enabled others to infer personal
information by cross-referencing with other publicly available data. For example, one participant
described an experience involving an explicit selfie shared on Discord. She intended to obscure her
identity by covering her face, yet the photo included a tattoo and family pets. A third party was
able to link the photo to her Reddit account, where her real name had once been shared, thereby
compromising her privacy. As she explained: “I had my phone like this [using her phone to cover her
face]. But I do have an identifying mark on my shoulder. I have a tattoo. So, that was in the photograph.
Somebody had found my information, my real name from Reddit that I had posted years ago. ... My
animals [also appeared in the photo], which in hindsight, might be how they found my Reddit.” This
case underscores that even seemingly minor visual cues, such as tattoos, body shape, or personal
belongings, can carry identifying value when aggregated with external data. It suggests that users
may underestimate these risks and that privacy tools should account for features beyond facial
recognition.

In other cases, privacy sensitivity emerged from the combination of multiple posts or external
contextual clues, rather than any single image. For example, P12 recounted an instance where
her privacy was compromised due to two consecutive photo posts. The first image showed the
uploader standing outside her residence, while the second depicted her and the uploader inside
the residence. P12 believed that while viewers of the first photo itself may not know the photo
captured the neighborhood of her house, such a connection could be built when they saw both
photos. As she stated, “I felt like the context, people might have already seen the front of my house. So
I just didn’t want to be associated with it [P12’s residence].”

Participants also expressed concern over how post-processing actions, such as cropping, caption-
ing, or re-uploading, could shift a photo’s perceived meaning or draw attention to unintended details.
P18, for example, recounted how a casual photo taken by her hairstylist, intended to showcase a
hairstyle transformation, spread across multiple platforms and was eventually used without her
consent to promote a product: “They [the wholesale site] were using the picture to sell a type of brush.
... which was a lie. But it was really weird to me to see how fast that picture had spread.” Although the
original photo was not perceived as sensitive, its repurposing in a misleading commercial context
resulted in reputational discomfort. Such cases often arise not from accidental sharing but from
the deliberate actions of third-party uploaders or platforms seeking to exploit visual content for
promotional or misleading purposes.

In more severe cases, participants described malicious repurposing that resulted in direct harm.
For example, one participant had shared a photo of herself at the beach on social media platforms,
which by itself did not compromise her privacy. However, a third party (who knew her personally)
later reposted the photo along with her contact information to a compensated dating platform. The
photo itself did not reveal sensitive information, but its new context resulted in harassment and
unwanted attention. These examples highlight that privacy violations are not always rooted in what
a visual shows explicitly. Instead, they may emerge through reinterpretation, sequencing, cross-
referencing, or malicious repurposing, often in ways unintended by the original uploader. Effective
privacy-preserving tools must account for these broader risks and support users in anticipating
how content may evolve or be exploited after publication.
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4.2 RQ2: What Factors Influence People’s Attitudes Towards How to Process Sensitive
Visual Content?

In the second phase of our interviews, participants shared their perspectives on how they would
process the visual content to avoid privacy violations. Based on their first-hand privacy violation
experiences, we identified key factors that influence decisions regarding which elements in visual
content to modify and how such modifications are carried out. These decisions were shaped by
a combination of personal, contextual, and practical considerations. The findings helped us to
understand how privacy protection tools could be designed to process visual content to improve
their usability and user experience.

4.2.1 Factors Influencing Whether and What to Modify. We identified a few factors that influence
people’s decisions on whether to modify the visual content to mitigate privacy concerns, and if yes,
how to select which sensitive elements of the visual content to modify.

Effectiveness of privacy protection after the modification. A key factor that influences people’s
decisions on whether and what to modify in the visual content is whether the modification (on
the selected element) can effectively mitigate the privacy violation concerns. As such, most of the
uploaders and co-owners in our interviews agreed that directly modifying the sensitive element(s)
was an effective approach for processing the visual content to mitigate privacy concerns. For
example, P13, as an uploader, considered a case where the privacy violation was caused by the
presence of a person’s face and noted “I think [face modification] should solve the problem because no
face [and] no kids [in the photo]. So, you shouldn’t be stressing if your face is not showing.” However,
participants who experienced privacy violations due to the unauthorized disclosure of their sensitive
element(s) shared mixed views. For instance, P12, whose private property was disclosed due to the
visibility of their house number, noted “I think that [house address modification] actually would have
probably solved my issue with it. If it [house address modification] could have covered up where the
location was exactly, I think that would have been good.” In contrast, P3 expressed, “I feel like it’s still
mine [after face modification]. Like, I want to have some sort of control and ownership over it.”

Meaning consistency of the visual content after the modification. When deciding which
sensitive elements in the visual content to modify, participants considered not just the presence
of individual sensitive features, but how those features contributed to the focal point or overall
meaning of the photo. In many cases, the focal point was defined by a combination of elements,
such as people, objects, location, and time, that together told a particular story. Modifying the core
elements risked undermining the intended context or emotional significance of the image. As P4,
a photo uploader, noted, “I think that [modifying the location] might change the overall purpose of
the photo [party] too much. Especially if you’re using it to kind of document that you and somebody
else were doing something, and you place that in a different context, kind of destroys the initial intent
there.” Similarly, P2, whose parents frequently documented him and shared the images without his
consent, reflected, “[If my face is modified], what would be the point of the picture then?”

In contrast, when the sensitive elements are not the focal point, uploaders preferred to modify
less central elements to protect privacy while keeping the focal narrative intact. For instance,
when a photo shows a person alongside a sensitive object, such as alcohol, modifying the sensitive
object was often a preferred solution as it addresses the root cause of the privacy concern without
changing the overall meaning of the visual content. As a victim, P7 described, “Probably the biggest
thing is the alcohol. Anytime you throw in any type of alcohol or substance [to an event], it just makes
it seem unethical.” P14, who uploaded a photo that depicted a friend having alcohol, stated “I think
that [modifying the sensitive object] is an interesting concept because it seemed like to me, what he
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was upset about was obviously the alcohol. ... And a good time does not always mean you have to have
alcohol. That is for sure. So that [alcohol] is not the point of the picture.”

Perspective-taking and recognition of others’ privacy needs. Participants’ decisions about
whether to modify the visual content and which elements to modify were sometimes shaped by
their ability to empathize with those depicted in the image. This perspective-taking often emerged
from their own life experiences. P1, who had previously shared a photo containing a child’s face,
now preferred not to upload photos containing children’s faces as she put herself into the parent’s
shoes, “I probably would have now being older and having been pregnant myself. [ understand her [the
child’s mother] thought process [of taking down the photo] from that aspect.” This shift in perspective
led some participants to reevaluate past decisions or adopt a more cautious approach to sharing.

Additionally, some uploaders described how recognizing the co-owners’ privacy needs influenced
their decisions to modify visual content in ways that respected those individuals’ preferences. As
a photo uploader, P4 values not only the effectiveness of modifying the victim’s face but also
empowering victims by giving them editing control: “That [modifying face features] could be helpful.
... If they [victims] had an option to remove themselves from a picture, that would also be helpful”
Tradeoffs between content value and modification effort. We found that when the elements in
photos or videos are highly sensitive or difficult to modify, people may choose not to modify the
visual content at all and simply not share the content. In cases where the image was not particularly
meaningful, they preferred to avoid posting rather than investing effort in editing. P10 reflected
this view, stating, “At that point, why go through the extra work of editing the person out, and just
not posting a photo? ... I think that [modifying the photo] is a solution, but I just don’t know that it
will be a common solution.” This illustrates a cost-benefit logic, where the perceived emotional or
social value from posting the visual content had to outweigh the burden of modification.

4.2.2  Factors Influencing Decisions on How to Modify. After selecting the elements they prefer
to modify in the visual content, participants also reflected on how they would like to modify
them. Based on their reflections, we found a few key factors that influence people’s selection of
modification methods.

Recognition difficulty. The primary goal of visual content modification is to protect individuals’
privacy by concealing sensitive elements, including people, locations, time, and objects, in visual
content. Naturally, after the modification, how easy or difficult it is for viewers of the visual
content to recognize or infer the sensitive elements originally presented in it is a critical factor that
influences participants’ choice of modification methods.

Participants worried that subtle modifications like blurring might still allow viewers to infer the
hidden information. For example, P7 indicated “I would be more comfortable if it was just removed.
Um, if I went the edit route, then some type of blurred out. ... Like in my example, people know that
these are my friends or coworkers and they see one person blurred out, they’re going to be able to kind
of tell, "Hey, who’s missing?" "Oh, it’s XX [P7’s name]." "Why is he blurred out?" And it leads to more
questions.”

Another important consideration was how robust the modification technique is in resisting
reverse engineering attempts. To increase the difficulty of recognition, participants combined
multiple techniques. As P1 described her strategy, “I like to blur it first ... and then put the overlay of
the emoji on top.” This layered strategy adds complexity, making it harder to uncover or reverse the
modification and reveal the concealed content.

In addition to removing sensitive visual elements, participants proposed another approach of
adding new elements, which are commonly perceived as identifiable and unchangeable, such as
tattoos and buildings, to mislead viewers. For instance, P11 suggested a way to protect other’s
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privacy: “She didn’t have any tattoos, so if you could even add tattoos to the hands, I think that will
work.”

Integrity of visual content. Participants’ choice of modification methods is significantly influenced
by their perceptions of whether the modification can preserve the integrity of the visual content,
including aspects such as quality, aesthetics, size, and shape. Several participants noted that clunky
modification techniques can divert audience attention, thus diminishing the overall quality of the
image. As P6 explained, “I feel like putting a sticker on a photo deteriorates the photo overall. If you
have a sticker on top of the photo, I think that’s the most obvious and eye-catching part of the photo
now.”

Participants remarked that although removing sensitive elements by cropping may not drastically
impact a photo’s quality or visual appeal, it does alter the photo’s dimensions, which could com-
promise its integrity. P1 expressed, “I wouldn’t have cropped the image for the integrity of the photo.”
To mitigate the negative effects of cropping, P4, an amateur photographer, offered an alternative
approach: “Let’s say there’s a group of people and one person doesn’t want to be in the video. You could
always have the camera kind of pan in and move out, like, a rack focus or whatnot, and avoid that
person being in there without just a giant black screen.”

On the other hand, some participants suggested that as public awareness of privacy concerns
increases, society shows greater tolerance for the quality reduction of visual content resulting from
modifications. P4 noted this shift in social attitudes, remarking, “These days, everybody knows that
people have reasons to not want to be on social media, or not want to be tagged for something. ... It
[blurring individuals] is certainly a more acceptable thing today.”

Consistency with the context. Participants expressed preferences for modification methods that
keep the consistency between the modified photo/video and the original one, as well as between
the modified part of the photo/video and the rest of it. For instance, blurring sensitive elements
was often considered as allowing much of the context in the original photo/video to be preserved.
P4 noted, “I prefer a blur because it still shows that a person was there.”

On the other hand, participants noted that the effectiveness of covering sensitive elements
with stickers or Al-generated content in maintaining context consistency largely depends on
implementation. For instance, P1 described adding a puppy emoji over people in the background of
a dog park photo to protect their privacy, explaining, “It would make sense for me to put a puppy
emoji over top of the woman’s face because the content is about dogs. But I would think that if the
emoji were not relevant to the content posted, there could be potential for some questions about what
people are trying to convey.”

Furthermore, participants expressed concern that poor implementation could distort original
cultural messages in photos and videos, particularly those related to race, gender, and religion. For
instance, P13 highlighted the potential misalignment caused by changing an individual’s ethnicity
in an advertisement, explaining, “If the video is supposed to be portraying a message based on ethnicity,
I think it [covering individuals with stickers or Al-generated content] would rather cause a problem
because it means that the message you’re trying to push out there would not be pushed out. So if trying
to promote an Asian business, an Asian video with an Asian man in there. The Asian man in there
would sell more to the Asian crowd. If you end up changing the ethnicity, it means you might not end
up reaching the Asian market you’re trying to reach.”

Atmosphere. Participants employ modification techniques not only to protect privacy but also to
enhance or adjust the atmosphere of visual content, allowing photo and video uploaders to express
themselves further through the editing process. As P13 described, “I am able to create whatever I
want to create. I think it would depend on my mood. When I'm looking at a video picture, if it’s making
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me feel happy, I would want to put some happy face on there. Be it a sticker, be it someone else’s face, a
meme face, or something.”

In addition, different modification methods evoke distinct atmospheres. For example, the appli-
cation of stickers is often perceived as a casual and informal approach. As P12 noted, “I personally
prefer to put little stickers over my face. Sometimes on Instagram, I'll post a picture when I'm not
wearing makeup or I don’t look great, but I think the rest of the picture is cute.” In contrast, blurring is
viewed as a more professional and formal method. As P3 illustrated, “If I was using a sticker, it would
be in more of a casual way, or like fun, or not as serious, but was blurring it in some sort of professional
environment.” Moreover, removing sensitive elements without visible signs of alteration is often
considered a more refined technique. For instance, P10, a professional visual editor, elaborated,
“Even if I'm not a big fan of AL but if it were Al-driven, it could run through a set of steps and
programmatically remove the entire person and that would be the most elegant method.”

Usability. Participants emphasized the need for simple and straightforward modification techniques
that do not require extensive technical expertise or effort to use. Techniques such as blurring or
applying stickers were frequently preferred for privacy protection due to their usability. As P11
noted, “I think blur or emoji. I think those are better. It’s simple and straightforward.” Importantly, 8
participants explicitly highlighted the need for greater control over the modification process. For
instance, P13 noted, “The ideal way would be if I'm able to change exactly what I want to change.”
P10 highlighted the necessity of human supervision, indicating that users should retain final
decision-making authority to verify that outcomes align with their expected results. Participants
also believed the affordance of modification methods is important and suggested privacy protection
tools could follow design patterns used in existing photo/video editing tools. For instance, P9
mentioned, “[The modification methods should be] like Photoshop, the way that they have to just edit
pictures and the basic apps to edit pictures and stuff is how I'd expect to use it.”

4.3 RQ3: What are People’s Perceptions of the Use of Generative Al in Visual Content
Privacy Protection?

Finally, in the third phase of our interviews, participants shared a range of perceptions about using
generative Al for visual privacy protection. Their reflections captured both enthusiasm for its
creative and efficient capabilities and concern about its ethical, practical, and social implications.
Below, we present themes grounded in these perspectives.

4.3.1 Perceived Benefits of Generative Al for Privacy Protection. Participants identified several
potential benefits of using generative Al for visual content privacy. These benefits primarily
centered on how Al can empower users with limited technical skills to take control of their visual
data and how it can help clarify the intended message of an image while removing or masking
sensitive elements. The following themes illustrate how participants viewed generative Al as a
promising tool for enhancing both privacy and expressive control.

Gen-Al as a support for user autonomy and accessibility. For participants with limited technical
skills, Gen-Al offered a way to engage with complex editing tasks without needing prior experience.
For example, P3 stated that, “I like the ability of Al for those of us without a lot of skills”, framing
Gen-Al as a bridge for users with limited technical experience. In addition, participants noted that
generative Al could streamline the traditional labor-intensive process of high-quality photo editing
for privacy protection. For instance, P10, who had experience in Generative Al-powered editing
tools and traditional editing tools, mentioned, “It [Generative Al-powered editing tools] would save
time for the image editor.”

However, we note the efficiency benefit of Gen-Al in visual privacy protection was not universally
perceived. Some participants perceived Al-based editing to be time-consuming or cumbersome
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when simpler methods sufficed. P5 expressed, “I like the idea of being able to easily do that [by]
myself. And maybe the downside might be time. It sounds like it could be time-consuming.” These
responses reflect that while Gen-Al can reduce technical barriers, it does not always align with
participants’ expectations for convenience.

Enhancing privacy and intent through generative AI mediated content modification. Many
visual content uploaders described generative Al as a helpful tool for enhancing privacy and
emphasizing the intended message of their media. Some participants saw it as a means of removing
distracting or sensitive information while sharpening the viewer’s attention on the original subject.
As P7 mentioned, “The pros are obviously the ability to remediate an issue [about privacy] that you may
have with a picture being posted.” Others emphasized the technology’s role in refining communicative
intent. As P4 remarked, “The pros of some generative Al [are] that they can definitely help you better
express the initial intent and idea of the photo.” Beyond privacy, participants highlighted generative
AT’s creative potential for expressing one’s vision more freely. For instance, P1 said, “If you always
wanted to see yourself in front of Niagara Falls, you can do that now. Or if you wanted to create a
short little video of your dog running in front of the Sahara Desert, you can do that [with generative
AI].” These findings show that some users view generative Al not just as a corrective tool, but as a
creative aid that enhances both privacy and communicative intent.

4.3.2  Perceived Concerns and Trade-Offs of Using Generative Al for Privacy Protection. Despite
recognizing its potential, many participants expressed concerns about the limitations and risks of
using generative Al in privacy-related image editing. These concerns spanned technical, ethical, and
social dimensions, including authenticity, manipulation, unintended exposure, and even malicious
misuse. This section highlights the tensions and uncertainties participants felt, revealing the
complex trade-offs they perceived in adopting generative Al for privacy protection.

Tensions between authenticity and Al-generated edits. Participants expressed concerns that
Al-generated modifications risk compromising the authenticity of visual content. As P3 questioned,
“Is it considered art or reality?” Similarly, P4 pointed out, “A photo is supposed to be some of the most
solid documentation of how things were at any given point of time and space, and manipulation of
those can bring some of that into question.” Due to concerns about authenticity, some participants
expressed strong opposition to using generative Al for privacy protection. For example, P2 claimed
using generative Al for privacy protection was worse than revealing sensitive elements, describing,
“I'd rather just be censored entirely than be edited into someone else.” Likewise, P1 expressed a strong
preference for authenticity, noting, “[T will] not edit myself because I'm a huge proponent of being
authentic. ... I like people portraying themselves as they are, and I would not edit other people unless
it was blurring or cropping out. These views reflect a discomfort with Al-based edits that cross
into manipulation or misrepresentation, particularly when authenticity is core to a participant’s
self-image or ethical beliefs.

Concerns about imperfection in Al-generated edits. Another major concern that participants
shared on the use of generative Al for privacy protection is that Al-generated content can be
potentially inaccurate and imperfect. Participants frequently noted that generative Al could produce
flawed or unnatural visual outputs, which may compromise the credibility or aesthetic integrity of
the edited content. As P9 noted, “You can still spot different flaws, like fingers and stuff like that.”
The capacity to identify Al-generated content and recognize its errors varies significantly among
individuals. P14 described, “My son likes to point things out that I don’t even recognize as being
Al-generated with photos, and he’ll point things out to me that he finds to be really glaringly obvious.”,
illustrating how some viewers may be more aware of the inaccuracies of Al-generated edits than
others. These imperfections can also increase the burden on the user. As P12 observed the need for
repeated attempts to achieve satisfactory outcomes: “Sometimes you get slightly wonky and strange
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results, so you have to do it a few times.”, highlighting the additional time and effort required to
achieve acceptable edits. These findings underscore how users’ perceptions of Gen-Al for privacy
protection are shaped not only by its conceptual promise but also by their direct experiences with
technical imperfections. These experiences influence their trust in its reliability and suitability for
privacy-sensitive use cases.

Perceived risks of malicious and misleading use of generative AI. While generative Al presents
potential opportunities for privacy protection, many participants, particularly women, voiced
concerns about its potential for misuse. These concerns centered not on the tool itself but on how
it might be repurposed by others with harmful intent. As P5 stated, “If they change the picture
to protect my privacy, that would be fine with me. If they had some sort of bad intentions behind
editing the video or the picture, that would bother me.” Participants described a range of possible
harms, from personal violations to broader societal consequences. For example, P7 warned of the
reputational dangers of synthetic misplacement, stating, “[With generative AL] you can put people
in the wrong place at the wrong time.” Also, P9 illustrated her concerns: “You could take a picture of
anybody and [edit] out their bathing suit. This was a huge issue not only with people’s privacy but
with children having pictures taken of them.”

These risks were seen as magnified in online environments where visual content spreads rapidly
and is rarely fact-checked. Participants expressed concern about the broader implications for public
discourse and truthfulness in digital media, stating, “It can create a false narrative about someone or
an event that actually didn’t happen. And especially online nowadays, [when] people sharing things,
most of whom don’t [take] great research into information about what is factual and what is not
factual” These comments reflect a growing anxiety that generative Al may not only endanger
individual privacy but also compromise societal trust in visual documentation. As Al-generated
images become more convincing, participants worried that the line between fact and fabrication
may blur, leading to misinformed judgments, reputational damage, or public confusion. This concern
highlights that the perceived risks of generative Al extend beyond personal harm to include broader
epistemic and social consequences.

Concerns about data use in generative Al training. Participants with technical backgrounds
raised significant concerns that using these tools could introduce new forms of privacy leakage.
P10 described unease over how training data is acquired, noting, “Photos are being used without the
permission of the originators to train the generative Al to generate these images. There are additional
ethical concerns there, too.” Participants worried not only about past data usage but also about what
might happen to images uploaded during the editing process. P9 further explained, “If I'm putting
my pictures into that [Al-powered] software, is it still going to be just my picture? Can it be used to
train the Al to generate other pictures? Will my face end up coming up in some generated Al picture?”
These reflections highlight a layered tension in participants’ perceptions. Although generative Al
offers mechanisms for protecting visible identities, it simultaneously prompts anxiety over invisible
data flows. As such, privacy protection through generative Al was not viewed as inherently safe;
instead, it was seen as a potential trade-off between visible privacy (e.g., obscuring features) and
infrastructural privacy (e.g., control over data ownership and usage).

4.3.3  Normative Expectations for Al-Modified Visual Content. In addition to functional and ethical
concerns, participants articulated expectations for how generative Al should be used, disclosed,
and governed, both at the platform level and in interpersonal contexts. These expectations reflected
values around transparency, control, and consent, especially when Al-modified images were shared
publicly or involved other people. The following themes illustrate how participants envisioned
more respectful, accountable uses of generative Al in visual content.
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Balancing automation and manual precision in generative Al tools. While participants
recognized the potential of Al for automating privacy protection, many emphasized the importance
of maintaining control over the editing process. Rather than fully delegating visual modifications to
Al they expressed a preference for hybrid systems that allow for human oversight and fine-tuning.
For instance, P16 stated, “I'm not an advocate of anything automatically. I think that checks and
balances needs to be there... as long as there is a quick recovery mode.” Others envisioned interactive,
iterative workflows in which users act as decision-makers rather than passive recipients of Al
output. P10 described a preferred system where “It [AI] goes through like 20 or 30 different iterations
... and presents 2 or 3 options that are tasteful... The person running the software can still say, "Oh,
no, that’s not an iteration that I want. That causes a problem".” This reflects a desire for preview,
selection, recovery, and control, reinforcing the idea that even well-functioning Al should operate
under human guidance.

Consent and control in AI-modified visual content. Participants expressed a strong desire
for agency over how their images are edited using generative Al particularly when they are the
co-owners of the visual content. A recurring concern was the need for prior approval before
Al-modified photos or videos were posted publicly. For example, P6 shared, “I may ask to do it
myself first because I'd be more comfortable in being able to change it myself to the way I like it and
then let them [photo takers] share it.” P12 echoed this emphasis on control, stating, “I wouldn’t use
it on other people, probably, unless they specifically said it was okay. [If not,] I would rather use a
sticker than generate a fake face for them.” Participants were not opposed to Al modifications in
principle but stressed that transparency, preview, and mutual agreement were necessary conditions
for ethical use. These expectations reflect a broader shift toward shared authorship and negotiated
control in Al-mediated edits, especially in privacy-sensitive contexts.

Al modification disclosure on social media as a double-edged sword in privacy protection.
Across the board, participants emphasized the importance of transparency in how generative Al-
modified images and videos are presented on social media, even when used for privacy protection.
This concern was voiced consistently, regardless of whether individuals had experienced privacy
violations themselves or had previously caused them. As P3 said, “I think if Al is used to modify a
photo in any way, there should be some sort of disclaimer associated with the photo.”

However, participants’ opinions varied on the extent to which transparency should be enforced.
Several participants advocated for explicit labels or access to the original content to prevent
misinterpretation. For instance, P7 underscored the need for access to unmodified images, noting,:
“[If] there’s a picture of you doing something wrong, but I don’t know that it’s modified. Then, an
original photo that could be shown that "I wasn’t doing that" or "I wasn’t there"” Others suggested
that platform should record all the changes made by generative Al editing tools. P3 noted, “The
metadata of the photo has to indicate that there have been all of these changes.” Conversely, some
participants felt that disclosing every detail of an Al edit could undermine the privacy protections
those modifications were intended to provide. P12 expressed the tension, stating, “I think it’s
probably good to label it overall. I don’t think you should have to say what you changed with the
Al because then that kind of defeats the purpose.” This illustrates a key dilemma in participants’
perceptions. While labeling fosters accountability and helps audiences interpret visual content,
excessive transparency may erode the protective function of privacy-enhancing edits.

Finally, some participants extended the discourse beyond image/video modification transparency
to encompass the transparency of the entities providing Al-powered editing tools. P10 voiced
that ethical considerations and transparency in Al development and deployment were center to
his decision-making process as a consumer, and he had a preference for companies that openly
communicate their values and practices.
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5 Discussion

Based on the findings of our interview study, in this section, we reflect on the implications for and
challenges in designing privacy protection tools to satisfy user needs and preferences, summarize
the lessons learned on how generative Al technologies could be appropriately used for privacy
protection purposes, and discuss the limitations of our study.

5.1 Contextual Challenges in Privacy Protection

Our findings highlight how visual privacy concerns are deeply shaped by context, revealing a
potential disconnect between the perspectives of stakeholders who are directly involved in privacy
violation instances and those of external evaluators. Participants described privacy not as a static
checklist of sensitive elements but as a fluid judgment shaped by situational factors, emotional
associations, and interpersonal dynamics.

This complexity aligns with the theory of Contextual Integrity [83], which conceptualizes privacy
as the appropriateness of information flows within specific social contexts. According to this
framework, privacy norms are defined by who is sharing information, with whom, what kind of
information is being shared, and under what conditions. Our data supports this view. For example,
one participant in our study intentionally shared explicit content publicly that external evaluators
might classify as highly sensitive [66, 87, 129]. Yet, for the participant, the sharing was appropriate
given their self-defined norms and intended audience. These cases illustrate how standard Al-based
approaches that rely on fixed taxonomies of sensitive content may overlook the subtle but crucial
contextual factors that shape privacy boundaries.

Beyond individual content, our findings further underscore the role of external information and
temporal sequencing in shaping contextual sensitivity. Participants noted that the combinations of
multiple information, such as location indicators, timestamps, and identifying features across posts,
can lead to unintended inferences about an individual’s whereabouts or routines. Importantly,
participants described how content that appeared harmless in isolation could become privacy-
invasive when combined with other posts or viewed over time. Additionally, repurposing previously
shared content, such as re-uploading an old image in a new context, was perceived as a violation
of contextual expectations. These findings suggest that privacy risks are not just about what is
visible in a photo but how meaning evolves across time, platforms, and social relationships. These
phenomena reflect the contextual integrity framework, which emphasizes that informational norms
are contingent on what, when, where, and how information is disclosed. Moreover, it reveals the
limitations of privacy violation detection systems that focus solely on discrete elements rather than
examining the broader patterns of content dissemination.

5.2 Power Imbalance and Decision-Making Authority in Visual Content Privacy
Protection

Our findings illuminate a recurring tension between content uploaders and co-owners who are
depicted in the content. Participants described situations where uploaders made unilateral decisions
about whether and how content was shared, often without consulting the individuals depicted. This
power imbalance significantly shapes privacy outcomes. In some cases, this led to discomfort or
conflict, particularly when the shared content revealed personal or sensitive aspects of someone’s
life. This dynamic is captured by the Communication Privacy Management (CPM) theory [91], which
frames privacy as a process of negotiating boundaries around shared information. According to
CPM, when multiple people are involved in a piece of information, such as visual content, each
has a stake in how it is disclosed. When only one party (typically the uploader) exercises control,
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the absence of mutual agreement can result in “boundary turbulence,” where differing privacy
expectations lead to misunderstandings or harm.

Several participants voiced a desire for more collaborative control, where individuals depicted
in a photo could request its removal or approve modifications before it is shared. For instance,
participants noted that they would prefer to modify content themselves before allowing someone
else to post it, highlighting the importance of agency in how one’s image is managed. These views
reflect a broader push for systems that support co-ownership and consensual decision-making.
Notably, most of the uploaders we interviewed expressed a willingness to take down or modify
visual content if the stakeholders asked them to do so. However, these uploaders also acknowledged
that they often failed to recognize the sensitive nature of certain elements, underscoring how privacy
is highly contextual and subjective. This finding complements our earlier discussion on contextual
challenges in identifying sensitive elements and further illustrates the difficulty of ensuring informed
consent when privacy perceptions are not mutually understood or communicated.

Despite the interest in collaborative control over visual content, such features are rarely supported
on mainstream social media platforms. This gap reflects broader structural and cultural factors.
First, platform incentives are often misaligned with privacy protections. Most social platforms are
optimized for rapid sharing [19, 88], user engagement [28, 29], and content virality [39]. These
goals may be hindered by mechanisms that require waiting for approval or negotiating consent
among co-present individuals. Second, the prevailing social norm on social media platforms is
always uploader-centric [9]. Social media usage typically assumes that uploaders manage their own
boundaries through tagging, untagging, or private messaging. These practices place the burden of
privacy protection on those affected, rather than building in proactive, consent-based safeguards.
Finally, there is a lack of regulatory or legal requirements mandating shared decision-making
over visual content [93]. In many jurisdictions, responsibility for managing privacy risks falls
entirely on users, and platforms face minimal liability for content that depicts others without
their consent. These structural and cultural constraints help explain why, despite their ethical
importance, co-consent tools remain rare in current platform designs.

Together, these findings highlight the limitations of uploader-centric norms and the urgent need
to reimagine visual content sharing as a more equitable and collaborative process. Addressing
the power imbalance between uploaders and those depicted in visual content requires more than
individual goodwill. It also demands structural support from platforms and intentional design
interventions.

5.3 Designing Context-Aware and Consent-Based Visual Privacy Tools

Building on the challenges and tensions identified in our findings, we outline design implications for
developing future privacy protection tools in ways that are context-sensitive, ethically considerate,
and supportive of both uploaders and those depicted in visual content.

5.3.1 Support for Contextual Sensitivity Awareness. A central challenge identified in our findings is
that privacy violations often emerge from internal or external contextual cues rather than static or
predefined categories of sensitive components. Participants described privacy violations arising
not only from clearly identifiable features but also from subtle, context-dependent cues within
the visual content, as well as from external factors such as metadata, sequencing, and content
repurposing. These observations call for privacy protection systems that are capable of reasoning
across multiple levels of context. Internally, systems should consider how co-located elements can
collectively lead to unintended disclosure. Externally, detection must account for how content can
be repurposed or inferred using surrounding metadata, previous uploads, or public information.
This aligns with participants’ concerns about how others might “piece together” identities or
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situations from fragmented yet interconnected content. To address these complexities, future
privacy tools could consider including an analysis to evaluate the “identifiability” of different
components presented in the visual content, potentially through automated cross-referencing with
different informational sources. For instance, tools might allow users to explore the sensitivities
of different elements within an image when viewed in relation to previous posts or public data.
With this analysis, users can be prompted to process those components that turn out to be highly
identifiable (or the privacy protection tools can directly process them) to avoid unwanted inference
of users’ private information.

5.3.2  Support Uploaders in Recognizing Elements Sensitive for Depicted Individuals. Our findings
suggest that uploaders often lack awareness of potential privacy leakage, particularly regarding
how others depicted in an image may perceive and experience exposure. Recent research has
shown the potential of large language models (LLMs) to raise uploaders’ awareness of their own
location privacy risks by analyzing photos for location-based cues [74]. Yet, our findings point to a
broader need: privacy tools should be designed to surface potential sensitivities not just from the
uploader’s perspective but also from the viewpoint of others in the image. One potential approach
is to incorporate Al-driven sensitivity detection systems that highlight elements commonly flagged
in past cases (e.g., faces, uniforms, identifiable locations) while encouraging the uploader to reflect
on how those depicted might perceive the visibility of these elements. Additionally, systems
could provide examples or questions that prompt uploaders to consider the preferences of those
depicted through LLM-based agents. Furthermore, generative Al could simulate the viewpoint
of individuals depicted in the image, highlighting elements that might compromise their privacy
based on their role or context (e.g., personal artifacts, clothing, background cues). Rather than
imposing these assessments, these tools could allow users to toggle between perspectives, explore
inferred interpretations, and ultimately decide how to edit or share the content. In this framing,
generative Al functions not as an arbiter of privacy but as a supportive lens for users navigating
complex, context-driven disclosure risks. Its potential lies in enhancing user awareness, enabling
flexible content review, and reinforcing human-centered decision-making in privacy-sensitive
environments.

5.3.3  Support for Co-ownership and Shared Consent Mechanisms. Our findings revealed a recurring
tension between uploaders and individuals depicted in shared visual content. To mitigate this
imbalance, privacy tools should move beyond uploader-centric controls and support co-ownership
and shared consent practices. A foundational step is to cultivate a norm of “asking first” before
capturing or sharing photos and videos involving others. This shift in social expectation can be
facilitated through design. For example, platforms could embed lightweight prompts or reminders,
such as “Did you get consent to share this?”, during the uploading process when faces or multiple
individuals are detected. Educational pop-ups or onboarding messages could also model real-life
scenarios where asking first is appropriate, particularly in private or emotionally sensitive contexts.
By reinforcing the idea that visibility should not be assumed as consent, tools can help establish a
culture of shared responsibility for privacy protection in everyday visual sharing.

In addition to these social nudges, systems could introduce automated consent request mecha-
nisms that formally involve depicted individuals in the sharing decision. Prior research has demon-
strated that such co-consent workflows are technically feasible and actionable [21, 64, 71, 118].
Importantly, these consent processes should extend beyond the moment of posting to also include
downstream sharing and visual editing. These mechanisms should not be limited to obtaining
one-time consent for posting alone. Instead, they could be extended to support layered consent,
including consent to redistribute content across platforms or audiences (e.g., from private chats
to public timelines) and consent to apply visual edits, such as anonymization, enhancement, or
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stylization, before or after content is shared. A layered consent model would allow individuals to
set boundaries on how their representations are used and transformed, reinforcing transparency
and trust. For instance, consent prompts could notify individuals if their face will be blurred or
if an Al-based filter will be applied, allowing them to opt in or decline. Supporting this type of
granular control respects the agency of individuals featured in visual media and aligns with the
broader principle of shared responsibility in privacy protection.

5.3.4  Modification Methods Should Also Be Context-Aware. Effective privacy protection tools must
navigate the trade-off between safeguarding sensitive information and preserving the usability,
meaning, and aesthetic integrity of visual content. Our findings reveal that users do not evaluate
modification methods solely based on how well they conceal identities or objects but also on how
these methods impact the overall context and emotional tone of the image. Participants emphasized
that modifications need to be selective to maintain contextual consistency. When privacy risks stem
from the co-occurring visual elements, obscuring just one of these elements can break the link while
keeping the image’s message intact. For example, they preferred hiding others’ faces to highlight a
location or event, or obscuring stigmatized objects like alcohol to preserve social context. These
insights highlight the need for flexible, fine-grained editing tools over one-size-fits-all methods like
face blurring. Moreover, modification methods themselves carry significant social and emotional
implications. Participants favored methods that could reduce the visibility of obscuring targets
and do not disrupt the essential narrative or aesthetics of the shared content. For many social
media users, especially the young generation, the visual style of privacy edits must align with
their online identity or “personal brand.” Even technically effective visual anonymization methods
were frequently dismissed if they disrupted the intended tone or atmosphere of the content. These
findings suggest the need for privacy tools that offer stylistically diverse, content-aware options.
Allowing users to preview and select edits and personalize styles based on prior choices can better
support both privacy and self-expression.

5.3.5 Users as Final Decision Makers. While automated privacy protection tools show potential for
detecting sensitive elements and implementing privacy safeguards, most participants expressed a
strong preference for maintaining control over the process. They emphasized the importance of
detailed control over which elements are modified and how these modifications are applied. While
participants acknowledged the potential of Al to assist with anonymization or risk detection, they
consistently rejected full automation. Instead, they described a preference for hybrid systems in
which the Al generates suggestions, but the human makes the final call. This preference aligns
with findings in prior research [95], which indicate that users often prioritize controllability over
the precision of automation tools. To address this need, automated privacy protection tools should
prioritize low-friction interaction design. Features such as fast previews, side-by-side comparisons,
and undo/redo controls can help users quickly test different options without losing control. These
designs ensure that users remain active participants in the process while also making it practically
feasible to apply privacy protections in everyday settings. This balanced approach combines the
efficiency of automation with users’ desire for agency in protecting both their privacy and that of
others depicted in the content.

5.4 Sociotechnical Pathways Toward Responsible Generative Al Use in Privacy
Protection

5.4.1 Ethical Data Practices in Generative Al. Participants’ concerns underscore that privacy risks
in Gen-Al-powered privacy protection tools extend beyond visible outputs to include hidden data
practices. Participants expressed deep unease over the lack of clarity about how their data is handled,
especially in terms of whether uploaded content might be reused for model training or appear
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in future Al-generated outputs. To address these concerns, developers of privacy-preserving Al
tools must prioritize transparency and ethical data stewardship as core design goals. First, systems
should provide clear disclosures about how user-uploaded images are processed, stored and whether
they contribute to future model training. For instance, Al tools could include opt-in or opt-out
mechanisms for data retention and model improvement, along with real-time indicators or logs
showing where and how data is used. Second, designers should consider implementing explainable
AI (XAI) features [98, 111] that allow users to understand what kinds of transformations were
applied to their content and what training data might inform those outputs. This could involve
surfacing example inputs that resemble the user’s image or generating brief justifications for
automated decisions, such as why certain features were targeted for modification. Lastly, it is
critical to integrate privacy-preserving model architectures such as federated learning [76] or
differential privacy techniques [38], especially for systems designed to evolve with user feedback.
These approaches can help mitigate concerns about unintentional data exposure while still enabling
iterative improvement. By making data flows visible and controllable and by embedding ethical
constraints into model development, privacy tools can better align with users’ expectations of
safety, autonomy, and informed participation.

5.4.2 Making Al-Modified Visual Content Recognizable. Beyond concerns about how generative
models are trained, participants also questioned the trustworthiness of the visual content they
encountered online. Our findings reveal a complex landscape surrounding the use of generative
Al in privacy protection on social media. Participants acknowledged the potential benefits of
generative Al in safeguarding personal information but also expressed significant ethical concerns.
A primary concern among participants was the potential for generative Al to be used to create fake
images for malicious purposes, such as privacy violations, harassment, and disinformation. The rise
of Deepfake in recent years exemplifies the risk [32, 62, 72, 85]. Notably, female participants voiced
heightened concerns about the misuse of AIGC in sexual contexts, highlighting how generative Al
can exacerbate existing power imbalances and gender-based harassment in digital spaces.

These discussions revealed a nuanced tension around transparency. However, participants’
perspectives on transparency are diverse and, at times, conflicting. While some advocated for full
disclosure to prevent the spread of misinformation, others worried that such disclosures could
undermine the privacy protections that generative Al aims to enhance. For example, if an image is
modified to obscure someone’s identity for privacy reasons, logging the modified location for the Al-
altered version might unintentionally highlight the modification and invite unwanted speculation.
In this way, excessive transparency could work against the very goals of protection.

These divergent views suggest that transparency in generative Al content should not be ap-
proached as a binary but as a design space requiring careful calibration. To support user trust
without compromising privacy, future systems could offer optional and context-sensitive visual
cues, such as subtle watermarks [51], blur patterns, or editable metadata, that allow content to be
recognizable as Al-modified without necessarily revealing what was changed or why. In addition,
generative Al visual modification systems could be designed to reject user requests that conflict
with the intended ethical purpose of the tool, similar to how large language models currently decline
to answer harmful prompts [114]. These approaches reflect a need for transparency strategies that
are not only technically feasible but socially responsive to the varied expectations and risks faced
by different user groups.

5.4.3 Distributing Responsibility for Transparency in Generative Al Use. Another critical issue
around transparency is determining who holds responsibility for ensuring transparency disclosures.
Transparency, as a collective concern, also raised questions of responsibility and governance. Some
participants voluntarily disclosed their use of generative Al on visual content when sharing it on
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social media. However, such voluntary disclosure relies heavily on the discretion and honesty of
individual users and are not always feasible or consistent. These findings highlight the limitations
of relying on end-user action alone, and instead point to the need for shared accountability across
stakeholders. In line with CSCW’s long-standing interest in infrastructure and cooperation, we
argue that governments, Al companies, and social media platforms should work together to establish
robust guidelines and enforcement mechanisms that ensure transparency in the use of generative
Al supporting both accountability and trust in digital spaces [53]. Governments and policymakers
should mandate AI companies to incorporate transparency features into their products, require
platforms to clearly indicate when content is modified by Al, and hinder the spread of malicious
generative Al-generated content. For instance, California recently enacted Assembly Bill No. 602,
which increases penalties for distributing unauthorized Al-generated explicit content.

From a platform perspective, system-level mechanisms, such as automated detection and labeling
of Al-generated content, can reduce the burden on users and promote consistent transparency. For
instance, Facebook and Instagram have begun implementing such features by watermarking the
Al-modified altered content [24]. However, these efforts still largely depend on user self-disclosure
and remain limited in scope. Finally, our results also highlight participants’ need for transparency
regarding companies developing these Al tools. This underscores the importance of collaborative
efforts among governments, social media platforms, and Al tool providers to build a stronger
framework for managing Al-generated content misuse, enhancing transparency, and safeguarding
privacy without stifling innovation. Future research could explore how such collaborations might
evolve to address emerging challenges, particularly within global regulatory landscapes and through
cross-platform cooperation.

5.5 Limitations

Our study includes interviews with eighteen U.S.-based individuals who had experienced or caused
privacy violation incidents in online visual content sharing. While the relatively small sample size
may limit the breadth of perspectives captured, it is consistent with qualitative research practices
that prioritize depth over breadth [100]. Rather than statistical generalizability, we emphasize
analytical generalizability, where insights contribute to conceptual understanding and inform future
research and design. We acknowledge that the participant sample lacks demographic diversity,
particularly with respect to ethnicity, cultural background, geography, and physical abilities. The
majority of our participants self-identified as White and were based in the United States, which may
constrain the applicability of our findings to other cultural contexts. Cultural norms and values
significantly shape how individuals perceive privacy and visual content sharing. Hence, future
research should explore how these dynamics vary across regions, communities, and social media
ecosystems. While some core concerns around visual privacy may transcend cultural boundaries,
our findings can serve as an initial step that lays the groundwork for future cross-cultural and
intersectional investigations.

Additionally, our data collection relied on participants’ retrospective accounts of privacy viola-
tions. This approach is susceptible to recall bias and selective memory. To mitigate these effects, we
deployed the semi-structured interview format, which allowed us to probe deeper into the reason
behind participants’ preferences, encouraging reflection and helping to mitigate some potential
biases. Finally, this study was conducted between 2024 and 2025, thus some findings may be limited
to the sociotechnical landscape of that time. While specific technologies may evolve, the underlying
privacy concerns and human behaviors we identified are likely to remain relevant.
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6 Conclusion

Through semi-structured interviews with individuals who had experienced or caused privacy
violations, our study sheds light on the nuanced needs and concerns surrounding privacy protection
for visual content shared on social media and attitudes toward generative Al in privacy protection.
Our findings reveal that privacy risks encompass more than directly identifiable elements like faces.
They also extend to internal context-dependent cues, such as co-occurring elements, to external
cues, such as content sequencing and external knowledge that can be used for inference. These
insights underscore the limitations of prescriptive or static approaches to privacy protection. These
nuanced understandings of sensitivity informed participants’ decisions about whether and how to
modify content, which were shaped by a careful balancing of recognition difficulty, integrity of
visual content, consistency with the context, atmosphere after modification, and usability of the
modification method. Finally, we find that generative Al based privacy preserving tools were often
viewed as enabling more seamless and aesthetically coherent modifications; however, this perceived
utility was accompanied by concerns about imperfection and malicious use, hidden data usage, loss
of content authenticity, and a lack of transparency regarding how changes were made. Importantly,
the study surfaced a fundamental tension between the autonomy of uploaders and the privacy
expectations of individuals depicted in shared content, highlighting asymmetries in power and
control over visibility and consent. Together, these findings suggest a need for privacy tools that are
context-aware, flexible, and designed to support negotiation between stakeholders with potentially
competing interests. Moreover, the ethical complexities introduced by Al-driven modification,
particularly regarding manipulation, consent, and accountability, call for transparency-enhancing
features and the consideration of advocacy mechanisms to protect the rights and agency of all
parties involved.
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